|

K*EEEE,‘EI
023, 8

H 33 A H4s,

A3} AULEY] X A" BOF A F3F

45 HENT 0 SE”
o ok
sl =
Controller area network (CAN) W EH I Z 1= A5} WF U ES =9} vlwste] 252} AvtET] Al 2~w-S Al
Ao 240 At AdE e glrk AUk, "M AAell A= 2ntET] AlxHle] e o2 Qls B sty

!
WSk glek x4 o2, 20101 NDSS &3|of] A7l% A& A ¥4 (signal relay attack)> SA7MA = %2 25
A AR APE] oHEEI itk ol 2 AlE TEASR A9 =AY B4l (ultra-wideband
communication, UWB)& AH4-8F T]A9 7] (Digital Key) 7|%¢] A% HAl 2525l FAl= ek 3|3 2022
USENIX Security #3]el|A] o &, 443} 282 224 7]9do] =3k high rate pulse repetition frequency (HRP) UWB
=9 Alzdlel gk Ag "% 34 (distance reduction attack)®] 7] ARE e o]= YA 7] Al2~d w3 Als
A FAI} AL mel el =E2E 5 vk AS ARk
B =i AAsAt AvtET] A2dS gate 2 3% 37 QA Al ES AF ) WA, remote keyless entry
(RKE) A|2~8l % passive keyless entry and start (PKES) A|A8l 02 tliEE 7|E 2ntEd] A28 dAte R 3t
Hel ¢)3el daf A it chFo At 2ntET] Axglow FEky Qe YAET] A28lE TAS e a4y
FA7Iee] B el g ol Wik Bk o TS AlvEd

.M B ste Boksldle] < Az drEelea 9l
A, 2ehET] Alagle] AREE = grEdae] gl o
&2 2~ntET] A 2~E (keyless entry system)< 3 olz EA 77} the Aol e gk dFak
A7} #2]A 7] (physical key)E AFS-3to] ApkE Eo ~nley] A2H A2Ake] v Eo) AHAkel obok
Mo A Alxdle RSk AmbET] AL ge)ze ozske B HAslglon o2 wlelo R
A Al HAR S Sl (wireless  digial  wjas)g 598 4 9l 34 58 A S
communication)& 7[Rk 2AA} 1A el M & 20169 Garcia et al. [1]2 24 253 Az 714
A AT ¢ de=s 1o 7les AR (e, 9l Z 2}l (Volkswagen) L&A #z23h z}E3}e]
remote keyless entry (RKE) system). 38F, A<l 2vtE7] X 2~8e) world wide secret key S A3}
2PEIE 2R3 AR} Aol e Ak 9)-e-2 2/lskedt). &, Francillon et al. [2]2 34l
2PET|E A AoHl FA ZREFS e R A E2}o] EhaE PKES Al 2~®lel| thal Als 34 24
& MAEE HY 7leE AlFgl (e, passive < 2ofEkeint. 24 B % PKES Al ~do4] Alg
keyless entry and start (PKES) system). PKES A] S Fupss glodul g glow ojudh AbAR A ¢
HS ®Alg A5Ak= radio frequency (RF) §41% olE AFEA TAL Es) AEAE Awst 4 9ok
3l 2rtET7E AREAL Aol EAfeteA] S 2 oo} A2 AgAow ol s FA FAL 20104
habet Aabg o PKES Axde] SR Al A2z 4w o)F AR e s de
AR F7Hl 24 glol= WAl 7 HES E A ek 3 9l

<= e 7lsS T3] S8 okl §Al A2} A ZAFE-S [EEE 802.15.4z F3o] AA® =

g Aeke TES 5 9k o]} 7he y_o} s gEAoR FAsly] 93
ole} 7t 5
7150 HAH Wl AntES] AlAEE e s

* we|idte AR R ShEk AR R 33k (31, wnrudghl 6@korea.ac.kr)
ok peirely Jw R Soeke] Aw w58k} (24, beb0396@korea.ac kr; 3, donghlee@korea.ac.kr)
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14 A3 2okEg) g ek AT

F (ultra-wideband) 7]&S *FA|H] ARLET] A]A
glog Aeistar olek AsAt AlxAl 2 AvEE A
ZAL HEEA AFAER 7495 Car connectivity
consortium (CCC)= 2~PtEES 7[Hbe 23 vAd
7] (Digital Key) ¥ A3kt sl 252 near
field communication (NFC), Bluetooth low energy
(BLE), Z22]3 HRP UWB 7]%o°] &%l AvlEES
o1 83te] ) AER Arvhe] AiHe EES
9321, Genesis GV60, BMW iX9} 22 2|Al A2k5
o sjd7]sS wAsta glct

SkARE, 20221d USENIX Security H3]ollA= el
&, e 2 224 di7)9de] A|=g HRP UWB
Z9 A ~dle]  wjgk Ar] @5 T4 (distance
reduction attack)e] 7}s&o] a/N=Edc} [3]. FAA
+© HRP UWB 3EFell4 A 2]gk scrambled timestamp
sequence (STS) Bl tst signal overshadowing &
A< &3 HRP UWB AA| 5S¢ AT 7eE &5

A1z —’F s 104 ek ol= HAE 7] Al &

A2 Bekglgel =29 5 Qs

. HHZX|A|

B Ao 2Eaf AntET] A|AHEHIS fixAel
F71A] el remote keyless entry (RKE) A|2~®l3}
passive keyless entry and start (PKES) A|Z~®lol] ]
& Alvjich dubg o PKES Al4®le RKE Al
Je] 755 Eech =y, A AvtET] A2
o|4] AH4-3H= HRP UWB 54l 7|%S o83 Az
4 el il At 2

2.1. Remote keyless entry (RKE) AJAH]

19951 European union (EU)E A&} Z=yt W3]
= WA Sl ARlelA HelE s wE AReAEel
olmHlz}o]*] (immobilizer) A& HAIFIEE 7HA

stodch [5]. elmHEtelA= 125kHz A low
frequency (LF) e Eg zxE3ke] o]mulale]A]

Remote keyless entry
(433/315/868 MHz)

=

mechanical part
RKE antenna

(key blade)
Button(s) w
RKE _@ | .
uC [ Spiom 7] Immo.

RFID /f—
-/_/ @mobilizcr
J (125 kHz)

(a7 1) XASA o|=2L2t0|M I RKE AlAH”

2
&

(immobilizer unit)>.ZHE AL FFto}l &
Fesin], At o] milgto] A nte] 257t A
challengesl| ™3+ responseE A& o
(23 1)) ol £ BT S AEA AxAE
<& remote control 7]5°] 57} remote keyless
entry (RKE) A|2=8E& EA8k5ich 42 ~vhET)
zApste] AR E A=k AaaAl & 5 3l
olaf, ~vtEF|= Abdel| ekt watdl A7)E
4-3te] W3S 453} 3, rolling code 7]H S ©]
g3te] N 3] AGHA (freshness)s Alg-3ch

o
+
Al
Eat
3

RN

~

&;anm

2.2. Passive keyless entry and start (PKES)
AlAE!

2.104 A RKE Al2~"le] 947 334l 716
EgHskar glek nt ok}, PKES A28l A
2PETS A d AREAPE Ao el H-E
2 rEd ARkl & A s AlEA, 75 |
Aofste] AE 5 F UEE HE A
o} o, AvtE7]= WA wiElel 2 i dH e
wiol Apkat s Ag-S it o]#¥ RKE
28l 94 PKES A28 low frequency (LF, 125~
134kHz) o 3 ultra high frequency (UHF,
433.92 == 868MHz) S ARgsic) a2 o
AES LF §AlS ARS8, 2vtE7]= UHF FH"#—%
AR (21 2], [ 3D).

Passive keyless entry and start (PKES) A]2~Hl->
] [e]
q

> fm [~ o_\'l, o

> oof ¥y dlo do ok
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PCF7952
PCF7953
NCF2952

up-link: wake-up,
data (inductive)

125 kHz
INDUCTIVE
TRANSMITTER

MiCH
CONTROLLER

UHF- CC

RECEVER
QTN

l

downlink: data
(UHF) bb378

(38 2) PKES A|l2aH F=: XA body control
module (BCM)2 LFCHY AlZE &4sta UHF CHY
AMZE FAISCH B2, AODIET|= LF Y AZE
Astd UHF thed AlZE SAI5iCH6)

Car Key
Periodic
probing for — 1. Wake up (LF)
a key
‘/Z;l\c/k(ﬂ// If Key in range
Challenge 3. Car ID with challenge (LF)
the key
If correct, 4. Key response (UHF) If Car ID correct
open the car

£ (2)

[ok

(28 3) tiEXQl PKES &84 Z2EZ

23. =Y E

r=

Z39 (Ultra-wideband, UWB) 41
T B AZE AMst] Y T dgeR
Al

delelE  Fpalshe

o (narrowband) EA1M}A] <l
Bluetooth, LTE §Al7]% 7]uke] 9] 7]l s
cm FFY FHToRE 7|7 Y] EYA ARE &
& 9t ((2¥ 4). Y BAe dxgem
two-way ranging (TWR) 7|2 o]&3le] 7]7]719]
e & =A3t} TWR 7|%-2 initiator (23 5]9
A)®} responder ([LH 519 By} #5413k =49
o uw}gt single-sided two-way ranging (SS-TWR)Z}
double-sided two-way ranging (DS-TWR)Z -3
4= 9lrh. DS-TWR- SS-TWRell ]3] 7]7] 7ol 2

-

Narrowband Ultra Wideband

Amplitude
Amplitude

Time Time

(2! 4) ¢ (narrowband) Al =ZCiY
(ultra wideband) =zl ¥ A= (7)

[ Tround |
————

A T
TN h
! 1 A
! STS !
P n
- -
"1 Tprop ' Torop
1 1
B I |
d Rx[:.j Txl:.:l t
i Treply !
(0% b) SS-TWR &4 S8& (3)
: Tround1 : Trepiy2 |
A T T 1
I sTs ! !
| ! |
1! " !
e - e
A 1! Tprop "y Torop
| | |
B A\ 1 A § 1 1 1 ]
RX ™ RX t
! Trepivt ! Tround2 '
(a2 6) DS-TWR &4l €% (3)
e E2 224l (clock offset)dl] 7dAslth= A3 o]

= =
lom, tzAd 7] A28l DS-TWRS Aj=iste] =}
kel 2viEE b EEH AgE SAh
Initiator®} responderi= $21(1) (SS-TWR) Z} 41(2)
(DS-TWR)S ©]-§3tof 7]717¢e] A=l5 Axkgich

Tprop: 5 ° ( T'round - Treply) (1)
TA _ Troundl ° T;ound? - Treplyl . T’reply2 (2)
prov T;oundl + T;ound? + Treplyl + T;“eply2

. XtSAL ADLET| A|AH CHA 20t 21

& Aellx = 2vtET] Al2E Bt Aol A o



16 AgAL 2vheg) Azd wek AT £

T 5% AR AN Aoln] FAL svhed]
Azde]  kEEH AeRw ohlel  radio

=]

frequency (RF) A5 £2]4 54 w3t o-8-319lt)
3.1. 2SEN (Cryptanalysis)
3.1.1. Keelog ¥12I&

Indesteege et al. [8]< 2008 Eurocrypt &3]l
2bsAp 2~vtET FH LI AHEEE KeeLoq &
22]&S dALS R slide attack®} meet-in-the-middle
AL sk ARELS 2909 xRl ¥
(known plaintext)S AR&3}o] 2159 A7lEA T &
KeeLoq &ire]&e] vU7]E 548 5 gl5S Bo
9t} Eisenbarth et al. [9]2 KeeLoq ¥z|Z&2
code hopping schemeol] w3l differential power
analysis (DPA)E &3l ¥|"H715 578 ¢ o5&
=) ARES 103]9] A trace A S 58
= el ¥drlE B7E ¢ s BT
Kasper et al. [10]-> simple power analysis (SPA)E
&3 KeeLoq dire]Fel Wit 7]& 34 -S4 87
He v FrIHeR ol A4S Avhsksich
A5 KeeLoq L1E|=
3= & AY traced S48 W 2 dEwel o
g oJud gt APdAA] glol= 64bite] PEAET|E H

T ol wATILh

I

5

o

3.1.2. Digital signature transponder (DST)

Digital signature transponder (DST) U12]&L
Texas Instrument (TI) o4 A|=}+&t radio-frequency
identification (RFID) #*|ol|A Al-$-%c} DST &z
%2 Ford, Lincoln, Mercury, Toyota, Nissan, Kia,
Hyundai, 2] Tesla®} A2 ~ntE7] A]~H3)
o] of 79qt] SpeedPass AA| A]~Elol] AlE-
=3 9lck DST $are] 2 vd 7|8 Aeolel we} 40
H|E 7|5 AM-3l= DST40 ¥ 80M|E 7|5 AHE-3l=
DST80S.2 #F¥c}.

Bono et al. [11]-2 DST 4012 &0l| t)g+ o33t
(reverse engineering), 7] &7 (key recovery)S 53}
sto] AA| FH5AA A~dE T3 34 RS

o

BojFgleh. FAHE, AAES black-box FAE

53l DST ¢aelFe] 5 dels HAstaen, ¢
2]9] % challenge response %3} 16712] FPGA °]4
ste] 1417 = v 7 EF35ich o] & o] &3t
DST ¥xe|&S AHS-38l= SpeedPass ZA| Al~®l&
Qe r B7E vd7)7t fFETS HoF
Wouters et al. [11] Tesla model S€] PKES A~
dol AM-El DST 40 dxe]Es diabez 2749
challenge response 3} 5.6TBL 54 Hol+
(lookup table), 2f=®|2]g}o] 3BE o] &3le] 2xuld
HEI)E 57 ¢ oSS Rt ol & 53 A
A& AT 2ntETE BAlgt] B3 Aus AR
98-S B9}l Wouters et al. [12] DST40
kS Hekslr] fls 719 HolE soH|ER F
7FA1Z1 DST80N ehdt #Hopd& avhsbalet. AAba2
Kia®} Hyundai #}eol|lA ARS-E= vd 7| 3ule]E
9] dERIE A 9121, downgrade attack

& 53 7] BAe 2VeA 2V e R 4T S gleS

o nl?‘_i

N

3.1.3. Hitag &12|&

Hitag <7282 NXP Semiconductorsel] 4] A=}
stglon 4gu|Ee] u]W 7|5 AHE-3lt) Hitag &are]
F2 A 340 o] AEAE AlEAbel A el
20009708 AHEAt RdES] ~vtET] AAEEe| 7
WAl AMSEa 9lck DST daelEa) whakrbA
2, Hitag ¢22]F 3 2|0l 254} o|milz}o]
Aol gAE ol ert, RKE A28 2 PKES A|2Hlo|
A& o As] AREE AL gl

Verdult et al. [13] & HHF Q] st=9o] AHZ 6
&+ olE vUIE B4 o sle 34 2Kk
ol AHzAEL Hitag d2EE rpds A4
(pseudo-random number generator) H-# L o]z}
o]#] Alxdle] 7 FHekd F& vkt o] o]
3] FAAE AAE T4 2 7] T FAS N
st}

Garcia et al. [1]< Volks wagen(VW) ZLg<l|+ A
A ABsAE 2ntET] A 2"elA] AS-eh= Hitag &
aEEe] FHS A sk ArE FAEAl
Zy el Fxel wet s daFEE VWL,
VW-2, VW-3, VW-42 FE3}gic}h gk 7 Ao
A AR ksst daelE 7] e, FoR Al
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(E 1) RKE AIAE oY F2 37 o7

slE A 21+ ik daelE

of

A

2005 | Bono et al. (11) DST

Reverse engineering, time/memory tradeoff attack

2008 | Indesteege et al. [8) KeeLoq Meet-in-the-middle
2008 | Eisenbarth et al. (9) KeeLoq Differential power analysis (DPA)
2009 | Kasper et al. (10] KeeLog Simple power analysis (SPA)

2012 | Verdult et al. (13) Hitag

Reverse engineering, time/memory tradeoff attack

2013 | Verdult et al. (15) Megamos Reverse engineering, cryptographic weakness

2016 | Garcia et al. (1) HItag/AUT | Reverse engineering,

2018 | Hicks et al. (14) AUT Reverse engineering, cryptographic weakness (low entropy)
2019 | Wouters et al. (11) DST Time/memory tradeoff attack

2020 | Wouters et al. (12) DST Downgrade attack

*fsy soieh. S8, VW-1 o]

A=l ek olzd Hobd

<] —“-il:: “}%01 2 keys
nk
=
= BT Aol i wd

715 7 EE 2A88 ) (£ 11 @47 74
i\_U]-E?] }\]/\E'“ T;H/\]_ °]‘£1‘?—"—1 % Oﬂ T’Hﬁ]‘ _7[\_0 oq
T35S HE)

3.2. Rolling code A|AE

X}% b AlEARE 2vkET] Al2gel] Hd S
(replay attack)2 2t7] 913l rolling code system
]38t} Rolling code A]2~glS dub- o2 9]
At _/,: A 7S AFeE), $A1RE ‘pext code’ S A
Fahvd, A= 2FAlo] AR “next code’ o} ] aLs}
o A% code® AFLh. olul AFASE ArvhETlE
ARel 7S E713 s glek avhEz)e] wE
& rEs Aee] ol ¥R FFAl MES ¥
28l A} arhEsle £215E A9EE 27142
A AR AgAdAE el A EA
A A E 2rhEg)7h B4 5 ol
715 dHbg o2 256709 ‘next code’9} H]ILE

mlo ol—,}

R

=3
+

Kamkar [16]+= RKE Alx®ld] digt Ajw 374l
rolljam ¥2% 2708k} (23 7)). Rolljam 54>
rolling code AlZH19] 571315 A9 A Mrms 7l
5 At FAelth FARE AvtET| R
A%E Az AYsle] o] Rolling coded] 7h-

HE FHI7A QRS wEdh ofF AA4E 2
EA7h AR ALEE Al s 2
g 4 oleh A, AW TAL S 994
3 5
Al

At AU A srhEg|EiE A%

=

+
o
0
,

ofl rr rr

als) £a1mg sof @), o]

Iy
A7k 2mhEA ] A MES T2t £

A7 2% 2
of #A4& waalok stul, AP} 2ehESle] A
£% 93] AaoRivhs Aol4 AAHLL FAe)
o1 Fel7)7] SlalAt ARkl slckn & % glek

Csikor et al. [17]7: rolling code A|2~Eo] A %7]
3}(resynchronization) ™W#AYZE 243 rollback 3
Ae alekdet (21 8). A= 7EE ] Abe]
7} 168t} 2 7%, rolling code A28l o] F =4l

== 2708 A5H T AE7)8E ok AS ot
Skt ol T3l T4 7159 rolljam T4

(o3

Owner RollJam Device Vehicle Att
T @
_"Unlock 1" i (i)} Jamming H
; (i) Capture iﬂl
H "Unlock 1" H

(i) "Unlock 2"t

(i) Capture
"Unlock 2"

(i) Jamming !
| Loc.ked |

(w) Replay "Unlock 1"
Unlocked

Dnve:f Use
H Unlocked
“"Lack” ’
No further H | Locked |
i [ “Unlocks” can :
: take place _54 ................. ’mﬁ!’ﬁﬁﬂ'ﬁ'ﬂﬂﬁ!’ ................... )

: Unlocked+299835.... |

(22 7) Rolljam 3458k (17)



18 AgA} 22mtEF] A 2aE]

Owner RollBack device Vehicle Attacker
T =
"Unlock 1" i) Jamming
(i) Capture Locked
"Unlock 1"
(i) "Unlock 2" "Unlock 2" H
(i) Capture U"'?CKEd
"Unlock 2"
....Rrivei Use ... oo
Unlocked
"Logk” :
Locked
i Unlock n' s e :
...................... Drive/ Use ... ... Unlolcked Repeat n
"Lock’ : times
Locked
e Interact/Trigger _.......... ‘

Replay "Unlock 1"

i Locked
k-'-')-‘J’{ Replay "Unlock 2" L“—‘J

Unlocked + Aooess |

(22l 8) Rollback 34

2] AntET A AfEE A
7 dae AAE aEA &
rollback 5743} f-A18t rolling-pwn 37 °]
t}. 3" F4-> Honda jitollA] Alxst cofat A}
958 dlAte 2 rollback 343} FAHsH <l
9]& A48}t rolling code A 2~8L 257
Aot spA|R, s A7-e] AAE2 A
< Y8 2= E =AY Ae 59 %
ArHE FNEHA edott.

mlm
mﬁ
>
ri
(o
il
2
of,

%0
b=
<

=
LN
M ofn e 2

o M o

-

2 Sy

o
2o |

rlo ok

3
r

3.3. 8IS BH 34 (Relay attack)

2 PKES7} &A%l #}eke] of
& Az A 3AE FPsd (2" 9], [1H
10]). [2& 4]ell4 oF 4= 9l5%e] PKES= A %3 7]
7P EAAY A £ (e, LF Y E41) 1k
Well ¢]x8lA =™ challenge response W& &
A5 T3} As FA FAL o9} e 24
(proximity) 7]4Fe] 9158 335} PKESS iAo
2 FAA)} A ~vlET)Y & BANMES o

Francillon et al. [2]

)4
o oX S oﬁ m[m

) Amplifier
Q

4 LF Signal Relayed

O |
<

- UHF Signal (Direct) |
>

<

. A

Car to Key Distance from 10 to 100 meters

(a8 9) #4

130 KHz Ampliiication Up-mixing Amplfication 5 g L
signal and filtering and filtering
-
<30cm / \ 100m
2.5 GHz Signal -
\/\j Generator
Signal relayed
at 2.5 GHz

yd 130KHZ

‘ ¢ _ signal \\ and Filtering

\\

D and filtering

2.5 GHz Antenna

upto8m

- 2.5 GHz Signal
N
N

Generator

Ao Z7MA avkE7) AbgAket "e] "elA gl
Hete QSIS et $JEI°]D} —17*%}—”— 3
PKES A|&glol A Ab-g-sh=
H ApsAtel A AgE= LF EH°:‘ J:@%— Xé%ﬁi
EFl Aabyl gy o]e} 22 ALHl SHoR
el Al FA oA AA A =k o8
32 gl gHA, Zeng et al. [18] LF Y X139} o

%7'1%}@1 34 Vs ARE éml 7 4 9les v
Folek (2 11]). AASLS LE/UHF B Al 5] 4
H]"’]‘#E] ARE FZ3l0] o] FAAES 7ol FAH3}

o $AL Salsla]

(O™ 1) BN MUESAH 34 R (Zeng et al. (18))

Wouters et al. [19]2 Bl<2} Model X2| PKES A
289 1A A A FoS ohgste] AR

<) ==
2PPETNE H3E ARg Al S5t AbeAts AR
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Raspberry Pl 1 |

CAN shield

| 1USB to UART

a
@
e

(T3 12) MAH Ford 37 &%

o= o

T S BTk Azlgel wes, Heet
Model X A3 248 127 94 7]»_-,—5 AlLA
element=S AHE-31S1
o}, RS A2 2mhET]9H] pairing I ol 4]

2PtET]E] QlSAE AT B AL o8kt

9 BAL 5+9158& 832 secure

= s

3.5.

P

LY EAl

o

B Hol|A+= UWB A~

3] 5}711} distance bounding protocolS

71y AT AP EE A e,

3.5.1. Cicada attack

Poturalski et al. [20] & UWB 7|1} =2] A
e& A3l3l= cicada attackS
13). FAAE AR ToF 3% 99 Aeshe
back-search ¥2]52] FFA & °oF8-3lo] ToFE 4t

A71A, A" (jamming)< 53 de

o SA AAH CHA A2 B= 3

(Wouters et al. (19))

.|.|.

e 54 Aee A

S35kt 34

d”ed s " [indirect path | |

Mani ulated

(32l 13) Cicada

attack

AR (23

nial of service

I
| So 1 I

~Toym

™ L. SN/ )

" Relay gain

(32 14) PPM ®ZJ|ol| chist ED/LC 34

(DoS) FAE 3 4 9lr}. Back-search &3 E|&

£ multi-path 734 B4 pulse A3 7}t 415
u A& ToA FAE 918 dae|Fozy, A5
ZH 07 ol indirect A132] =7]7} direct Az W}
2 5ol LASE ToF 242575 A 277

= 347 A UWB B8 Ak Aol 2
# ofelHel UWB H2E F9i3te] FAAe] A3 E
direct path® 281322 7HAlgc} (23 14]) 23
How ol 2 ToF ¥ wadl 7o) 24 A9E 2
daet

3.5.2. Early detect/late commit (ED/LC) Attack

Flury et al. [21]2 pulse position modulation
(PPM)H 278 & A}8-31= UWB A28l ik 7|2

Z¥4 F749l ED/LC E4% A8k} [2,3]. ED/LC
AR UWB xl”“«l el Alse] AAA 5
AE gt AE Alse] JHE o 5d o] &
3 A= A %ff& 71717} $Al8he Al He) A8
she 34 A5E F9iske] ToFE #aA7 4 sioh
4 A4 oleel 2
1. ZAA= Hggt A gl AdYsls B2 (dummy)
Az 5 F8
2. AR A s MEES g Al
AZE (T, oAl 418 A15.8] Al8-S o %
gk} (early detect).
3. F3AAE T, o137k slele] UWB Alss

8lod(commit signal) A3 77|12 dtolF
AA7} of| &3 Al 22 B-F(demodulation) 3}
7dAg} (late commit).

F1 ot X of
2

e

[2¥ 15]= PPM 7]Mke] UWB Alz=glo] gt
EDLC $ASEES HolFrh 34 44 Asn
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Power

Preamble’ SFD* | STS’
————

Attacker

Victim

Preamble SFD STS PHR

CIR[(]

Search Window

Ghost Peak
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